
 
  

  
 
 
 
 
 
 
 

U.S. organizations: All organizations should report incidents and anomalous activity to FBI’s 24/7 CyWatch at 
(855) 292-3937 or CyWatch@fbi.gov. When available, please include the following information regarding the 
incident: date, time, and location of the incident; type of activity; number of people affected; type of equipment 
used for the activity; the name of the submitting company or organization; and a designated point of contact. 
United Kingdom organizations: Report significant cyber security incidents to ncsc.gov.uk/report-an-incident 
(monitored 24 hours). 

 
This document is marked TLP:CLEAR. Disclosure is not limited. Sources may use TLP:CLEAR when 
information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and 
procedures for public release. Subject to standard copyright rules, TLP:CLEAR information may be distributed 
without restriction. For more information on the Traffic Light Protocol, see cisa.gov/tlp (https://www.cisa.gov/tlp)  

 
 

 

TLP: CLEARCo-authored by: 

TLP: CLEAR

Product ID: 20240927-001
 

Iranian Cyber Actors Targeting Personal Accounts to 
Support Operations  
The Federal Bureau of Investigation (FBI), U.S. Cyber Command - Cyber National Mission Force 
(CNMF), the Department of the Treasury (Treasury), and the United Kingdom’s National Cyber 
Security Centre (NCSC) are disseminating this joint Cybersecurity Advisory (CSA) to highlight 
continued malicious cyber activity by cyber actors working on behalf of the Iranian Government’s 
Islamic Revolutionary Guard Corps (IRGC1). This IRGC cyber activity is targeted against individuals 
with a nexus to Iranian and Middle Eastern affairs; such as current or former senior government 
officials, senior think tank personnel, journalists, activists, and lobbyists. Additionally, FBI has 
observed these actors targeting persons associated with US political campaign activity, likely in 
support of information operations.  

The authoring agencies believe the group and the cyber techniques remain an ongoing threat to 
various sectors worldwide, including but not limited to entities in their respective countries. 

This advisory provides observed tactics, techniques, and indicators of compromise (IOCs) that the 
authoring agencies assess are likely associated with cyber actors working on behalf of IRGC. The 
authoring agencies urge individuals in targeted groups to apply the recommendations listed in the 
Mitigations section of this advisory to diminish risk of compromise from these cyber-actors. For more 
information on Iranian state-sponsored malicious cyber activity, see the FBI’s Iran Threat webpage. 

 

                                                
1 The IRGC is an Iranian Government agency tasked with defending the Iranian Regime from perceived internal and external threats. 
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TECHNICAL DETAILS  
Threat Actor Activity 
The cyber actors working on behalf of the IRGC gain access to victims’ personal and business 
accounts using social engineering techniques, often impersonating professional contacts on email or 
messaging platforms. In addition, these actors might attempt to impersonate known email service 
providers to solicit sensitive user security information on email or messaging platforms. The targets 
usually have some nexus to Iranian and Middle Eastern affairs, such as current or former senior 
government officials, senior think tank personnel, journalists, activists, and lobbyists. More recently, 
FBI has observed these actors targeting persons associated with US political campaigns. The actors 
often attempt to build rapport before soliciting victims to access a document via a hyperlink, which 
redirects victims to a false email account login page for the purpose of capturing credentials. Victims 
may be prompted to input two-factor authentication codes, provide them via a messaging application, 
or interact with phone notifications to permit access to the cyber actors. Victims sometimes gain 
access to the document but may receive a login error.  

Cyber actors working on behalf of the IRGC tailor instances of social engineering to include areas of 
interest or relevance to a target, including:  

• Impersonations of known individuals, associates, and/or family members; 
• Impersonations of known email service providers regarding account settings; 
• Requests from impersonation accounts of well-known journalists for interviews; 
• Conference invitations; 
• Speaking engagement requests; 
• Embassy events; 
• Foreign policy discussions/opinions and article reviews; and, 
• Current US campaigns and elections.  

Indications of successful compromise include:  

• Suspicious logins to victim accounts from foreign or domestic IP addresses; 
• Creation of message handling rules to forward emails and prevent victims from receiving; 

notifications of the compromise; 
• Connection of unknown devices, applications, or accounts to a victim account; 
• Exfiltration and deletion of messages; and, 
• Attempts to access other victim accounts. 
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Cyber actors working on behalf of the IRGC have used the following malicious domains: 

Disclaimer: The below indicators are historical infrastructure associated with cyber actors working on 
behalf of IRGC. This data is being provided for informational purposes, to facilitate the identification of 
past cyber incidents, and to enable better tracking and attribution of these cyber actors. FBI does not 
recommend blocking the following domains based solely on their inclusion in this JCSA. 

• 3dauth[.]live 
• 3dconfirrnation[.]com 
• accesscheckout[.]online 
• accessverification[.]online 
• accunt-loqin[.]ml 
• accurateprivacy[.]online 
• atlantic-council[.]com 
• bitly[.]org[.]il 
• boom-boom[.]ga 
• bytli[.]us 
• continuetogo[.]me 
• continue-to-your-account[.]000webhostapp[.]com 
• covi19questionaire[.]000webhostapp[.]com 
• covid19questionnaire[.]freesite[.]vip 
• css-ethz[.]ch 
• cutly[.]biz 
• cutly[.]vip 
• daemon-mailer[.]com 
• de-ma[.]online 
• direct-access[.]info 
• discovery-protocol[.]ml 
• docfileview[.]org 
• doctransfer[.]online 
• dreamycareer[.]com 
• dr-sup[.]live 
• email-daemon[.]site 
• email-protection[.]online 
• file-access[.]com 
• filetransfer[.]club 
• freahman[.]online 
• freshconnect[.]live 
• gdrive-files[.]com 
• gettogether[.]quest 
• gl-sup[.]online 
• gm-sup[.]com 
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• g-shorturl[.]com 
• home[.]kg 
• idccovid19questionaire[.]000webhostapp[.]com 
• ipsss[.]000webhostapp[.]com 
• linkauthenticator[.]online 
• litby[.]us 
• lovetoflight[.]com 
• lst-accurate[.]com 
• ltf[.]world 
• mailerdaemon[.]info 
• mailer-daemon[.]live 
• mailer-daemon[.]me 
• mailer-daemon[.]net 
• mailer-daemon[.]online 
• mailer-daemon[.]org 
• mailer-daemon[.]site 
• mailer-daemon[.]us 
• mailer-daemon-message[.]co 
• mailer-support[.]online 
• mfa-ic[.]ae 
• mofa-ic[.]ae 
• myconnect-support[.]com 
• on-dr[.]com 
• private-file-sharing[.]000webhostapp[.]com 
• qmaiil[.]ml 
• reactivate-disabled-accuonts[.]000webhostapp[.]com 
• redirect-drive[.]online 
• safeshortl[.]ink 
• shared-files-access[.]live 
• sharefilesonline[.]live 
• summit-files[.]com 
• tinyurl[.]co[.]il 
• tinyurl[.]ink 
• tinyurl[.]live 
• uani[.]us 
• verificationservice[.]online 
• washingtonlnstitute[.]org 
• workstation2020[.]000webhostapp[.]com 
• www-myaccounts-support[.]000webhostapp[.]com 
• youtransfer[.]live 
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MITIGATIONS 
FBI, CNMF, Treasury, and UK NCSC recommend our partners remain vigilant and, if the behaviors 
outlined in this advisory are observed, US based individuals can contact their local FBI field office or 
the FBI’s 24/7 Cyber Watch (CyWatch). Field office contacts can be found at www.fbi.gov/contact-
us/field. CyWatch can be contacted by phone at (855) 292-3937 or by email at CyWatch@fbi.gov. 
Report UK-based significant cyber security incidents at ncsc.gov.uk/report-an-incident (monitored 24 
hours). The authoring agencies recommend the following mitigation actions: 

Social Engineering/Spoofing 

• Be suspicious of unsolicited contact from any individual you do not know personally or contact 
from people you may know but are claiming to be using new accounts or phone numbers. 

• Be suspicious of attempts to pass links or files via social media from anyone you do not know 
or from people you know who are using new accounts or phone numbers. 

• Be suspicious of unsolicited requests to share files via online services, especially from people 
you do not know or people with whom you typically do not share files in this manner.  

• Be suspicious of email messages conveying suspicious alerts for online accounts, including 
login notifications from foreign countries or other alerts indicating attempted unauthorized 
access to your accounts. FBI recommends logging into your accounts directly (versus using a 
link to do so) to review alerts.  

• Be suspicious of emails purporting to be from legitimate online services (i.e. the images in the 
email appear to be slightly pixelated and/or grainy, language in the email seems off, sender 
email address looks suspicious, messages originate from an IP not attributable to that 
provider/company, etc.). 
Be suspicious of unsolicited email messages that contain shortened links (i.e. via tinyurl, bit.ly, 
etc.). 

 Refer to the guides in Appendix A for detecting malicious actor email rules enabling auto-
forwarding or fetching from compromised email accounts.  

Enterprise Mitigation 

• Implement a user training program with phishing exercises to raise and maintain awareness 
among users about risks of visiting malicious websites or opening malicious attachments. 
Reinforce the appropriate user response to phishing and spear-phishing emails. Cyber 
hygiene awareness for personal accounts and company accounts is strongly recommended. 

• Recommend using only official email accounts for official business, updating software, 
avoiding clicking on links or opening attachments from suspicious emails before confirming 
their authenticity with the sender, and turning on multi-factor authentication to improve online 
security and safety. 

• Recommend users consider advanced account protection services and hardware security 
keys.   

• Enable anti-phishing and anti-spoofing security features that block malicious email.  
• Prohibit automatic forwarding of email to external addresses.  
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• Frequently monitor the company email server for changes in configuration and custom rules 
for specific accounts.  

• Add an email banner to messages coming from outside your organization.  
• Ensure changes to mailbox login and settings are logged and retained for at least 90 days.  
• Enable alerts for suspicious activity, such as foreign IP address logins.  
• Configure Sender Policy Framework, DomainKeys Identified Mail, and Domain-based 

Message Authentication Reporting and Conformance to prevent spoofing and validate email.  
• When available, use single sign on with either Passkeys, alternate Fast Identity Online (FIDO) 

authenticators, or Single Sign On backed by a phishing-resistant multi-factor authentication. 
• Protect email in transit by enabling Transport Layer Security (TLS). 

DISCLAIMER 
The information in this report is being provided “as is” for informational purposes only. The FBI, 
CNMF, Treasury, and NCSC do not endorse any commercial product or service, including any 
subjects of analysis. Any reference to specific commercial products, processes, or services by service 
mark, trademark, manufacturer, or otherwise does not constitute or imply endorsement, 
recommendation, or favoring.  



 
 

 
  

TLP: CLEAR 

Page 7 of 14  |  Product ID: XX 

TLP: CLEAR

APPENDIX A: SECURING ONLINE ACCOUNTS 
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